
2021 General HIPAA 
Awareness Training

Presenter
Presentation Notes
Welcome to the 2021 General HIPAA Awareness Training. 



Learning Objectives

At the end of  the training you will be able to:

 Understand what HIPAA is and its 

purpose

 Understand the use and disclosure 

of  PHI

 Recognize the difference between 

HIPAA Privacy and Security

 Recognize the recent updates to 

HIPAA

 Understand why being HIPAA 

compliant is important
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At the end of the training you will be able to:
Understand what HIPAA is and its purpose
Understand the use and disclosure of PHI
Recognize the difference between HIPAA Privacy and Security
Recognize the recent updates to HIPAA
Understand why being HIPAA compliant is important




HIPAA
Health Insurance Portability 

and Accountability Act
• Improve privacy and security of  

sensitive health information 

• Gives individuals inherent rights to 
sensitive health information
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HIPAA stands for Health Insurance Portability and Accountability Act and its purpose was among other things, to improve the privacy and security of individuals’ sensitive health information. It also gave individuals certain rights to that sensitive health information.  
�The official term for this sensitive health information in HIPAA is protected health information, also known as PHI. But before I tell you about PHI, I first need to go over personally identifiable information, also referred to as PII. 





Identifying PII

NameID Card #SSNDOBStreet AddressE-mail
Information which can be used to 
distinguish or trace an individual’s 
identity.
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PII may include an individual’s name, date of birth, social security number, street address, e-mail, ID Card number. In short, PII is any information which can be used to distinguish or trace an individual’s identity. 

Just like we take extra precautions in protecting our own identifiable information, we also need to take extra care to safeguard our members’ and provider’s PII.  



Identifying PHI

Click me to learn the 18 
Identifiers that make 
health information PHI. 
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A name, birthday, social security number, or any PII by itself, when combined with information about a person’s health… that’s PHI.

PHI is any individually identifiable health information relating to the past, present, or future health condition of an individual and it can be electronic, by paper, and oral format.  

HIPAA comes into play to protect any data that can be considered PHI. If you want to learn about the 18 identifiers that make health information PHI, go ahead and click on the box on the lower left. Otherwise, let’s take a look at some examples of things that contain PHI.




Examples of  PHI

Member ID Card
Medical Bill

Explanation of  Benefits
E-mail correspondence

Claim Forms
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A Clever Care member ID contains PHI because it has the member’s name, account number and Primary Care Physician. Another example is a medical bill. A medical bill is likely to contain PHI such as descriptions, dates, and charges for specific services provided, accompanied by identifying data like member name, address, account number and provider information. Claim forms are another example that may include the same information as medical bills. Then there’s explanation of benefits. This is a statement sent to our members with information such as descriptions of medical treatments and other services Clever Care paid for on the member’s behalf, accompanied by a member’s identifying information. Lastly, another example are E-mail correspondences sent internally. They may also contain PHI, such as a member’s condition and/or care plan, accompanied by a member’s identifying information. 




Who does it apply to?

Covered Entities Business Associates
Source of  protected health information 
(PHI) and where it is first generated.

• Healthcare providers

• Health Plans

• Healthcare clearinghouses

• Pharmacy Benefit Manager

• Lawyers

• Any vendors

Performs certain functions that involve the use 
or disclosure of  PHI on behalf  of, or provides 
services to, a covered entity.
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Now that you’ve familiarized yourself with HIPAA and PHI, let’s talk about who it all applies to. Well, HIPAA applies to covered entities, as well as business associates. Covered entities are the source of where PHI is first generated. Covered entities are healthcare providers, health plans and healthcare clearinghouses. We as a health plan, we are a covered entity. 

Business associates are those who perform certain functions that involve the use or disclosure of PHI on behalf of or provides service to a covered entity. Examples of Clever Care’s business associates are our Pharmacy Benefit Manager and or any vendors we work with that handle our members’ PHI.



Knowledge Check

PHI stands for personal 
health information.

True False
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It’s that time! Knowledge Check! Let’s see if you’ve been paying attention so far. PHI Stands for personal health information. True or False?



HIPAA Privacy Rule

Presenter
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Let’s move on to the HIPAA Privacy Rule. A major goal of the Privacy Rule was to assure that individuals PHI is properly protected by covered entities, while allowing for the flow of PHI to promote high quality health care and appropriate payments and compliant operations. The Rule strikes a balance that permits important uses of PHI, while protecting the privacy of people who seek medical care. 



Use and Disclosure

• For treatment, payment and operations

• Based on verbal authorization

• To comply with a legal agreement

• To benefit the public

**To learn more, refer to CPL 024.00 
HIPAA PHI Uses and Disclosures
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We all need to take great care when using and disclosing PHI and be sure we follow HIPAA regulations. Under HIPAA, Clever Care may not use or disclose PHI, unless a member authorizes it in writing. There are exceptions though. We may disclose PHI without a member’s authorization for any of these purposes or situations:

For treatment, payment and operational purposes. When you are trying to decide whether or not you may disclose a member’s PHI, first ask yourself if you would be doing so for treatment, payment, or operational purposes. If the answer is yes, you may disclose the PHI. 

We may disclose PHI if the member has given an informal, verbal authorization. 

There are certain situations when we have to disclose PHI to comply with a legal document. In those cases, we may release the PHI. If you are unsure if you have a legal obligation to disclose PHI, check with your supervisor or manager or the Compliance team. 

Lastly, we may disclose PHI without a member’s authorization if it is in the best interest of the public. For example, you may disclose PHI to prevent a communicable disease from spreading or to address a public safety issue that affects everyone who lives in a particular region. Again if you are unsure, go ahead and check with your supervisor or manager or the Compliance team. It’s better to take extra caution than to have a HIPAA violation on our hands!







Minimum Necessary Rule
Whenever patients’ PHI is used or disclosed, only the 
information necessary to accomplish the intended purpose 
should be disclosed.

Example: CMS requested for billing information on several 
members and we provide them with the billing information on 
several of  our members and we provide them with the billing 
information, but also include diagnostic information and each 
member’s whole medical history. 

Example: Clever Care decides to give every employee access to all 
applications and software that houses member PHI, even those 
employees that don’t touch PHI. 
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When we do disclose member PHI, we need to make sure only the information necessary to accomplish the intended purpose should be disclosed. Let’s take a look at examples of how not to practice the minimum necessary rule. CMS requested for billing information on several of our members and we provide them with the billing information, but also include diagnostic information and their whole medical history. Another example is if we decide to give each and every employee access to all our applications and systems that houses PHI. You work here so you get access, you get access, everyone gets access! In all seriousness, by making the minimum necessary rule a best practice, for us that means giving access to only those employees that need use PHI in their day-to-day, we really reduce the risk of any HIPAA violations.



Notice of  Privacy

The Notice of  Privacy must inform 
members of  the uses and 
disclosures of  PHI that Clever Care 
may make and defines the member’s 
rights to access or amend their PHI.

**To learn more, refer to CPL 021.00 
HIPAA Notice of  Privacy Breach Practices
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Clever Care is required by law to provide each of our member a Notice of Privacy. The Notice of Privacy must inform members of the uses and disclosures of PHI that Clever Care may make and defines the member’s rights to access or amend their PHI. In the Notice of Privacy, we also inform members that they may complain to Clever Care if they believe their privacy rights have been violated.



Member Rights and 
Authorization

Members have a right to:

• View and receive a copy

• Request amendments or changes 

• Request restrictions 

• Request an accounting of  unauthorized 
disclosures

**To learn more, refer to CPL 027.00 HIPAA Right to Request 
Restriction of  PHI & CPL 028.00 HIPAA Right to Access PHI 
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Let’s go over the rights and authorization of our members. Our members have a right to View and receive a copy of their records, Request amendments or changes, Request restrictions to the use or disclosure of their PHI, and they have a right to request an accounting of unauthorized disclosures of their PHI. 

In addition, we are required by law to provide members a list of any unauthorized disclosures made by Clever Care in the past six (6) years.
 





Your Role

1. Maintain the confidentiality of  member PHI as 
required by HIPAA.

2. Only disclose the minimum necessary 
information to accomplish the intended purpose.

3. Remember that members have their rights to 
their PHI
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We just went over the HIPAA Privacy Rule. Let’s talk about your role in helping Clever Care to be compliant with HIPAA Privacy. 

Maintain the confidentiality of member PHI as required by HIPAA.

Only disclose the minimum necessary information to accomplish the intended purpose.

Remember that members have their inherent rights to their PHI



Knowledge Check
A man calls Clever Care claiming to be the son of  a member and 
is wanting to obtain PHI. Under which of  the following 
circumstances would it be okay for you to disclose the member’s 
PHI to the man over the phone?

D. If  the son tells you the member 
has memory problems.

C. You never disclose PHI over the phone!

A. It's okay to disclose PHI to anyone

B. If  the member verifies himself  and gives 
verbal authorization for you to disclose his 
PHI to his son.
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Another Knowledge check! This time it’s multiple choice. A man calls Clever Care claiming to be the son of a member and is wanting to obtain PHI. Under which of the following circumstances would it be okay for you to disclose the member’s PHI to the man over the phone?







HIPAA Security Rule
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The HIPAA Security Rule.
This rule was enacted to provide guidance for covered entities like Clever Care on HOW to protect electronic PHI, or ePHI. The Security Rule requires covered entities to maintain reasonable and appropriate administrative, physical and technical safeguards for protecting PHI. Let’s talk about each of those safeguard in the following slides. 



Administrative

• Strategy for identifying security risks

• Security Personnel

• Workforce Training and 
Management

• Contingency Planning
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Administrative safeguards create an atmosphere where protection of our ePHI is part of the day to day operations. It may include a strategy for identifying potential security risks, having a security officer designated to mange security risk, workforce security training, and lastly Contingency planning so adequate preparation, policies and procedures are in place in order to respond to emergencies. Ex natural disaster, fire, etc.



Physical
Facility access and control

Workstation and device security

• Scan your badge upon entry. Don’t allow anyone to follow 
you or “piggy back.”

• Guests must always be accompanied by employee.

• Ensure drawers and storage with PHI are locked. Properly 
dispose of  PHI in secure containers or shredding bins. 

• Lock and secure your computer when away, even 
when working at home. 

• Don’t leave PHI unattended.

• Keep mobile devices containing PHI secure.
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Physical safeguards are observable and tangible. There are two standards to follow under the physical safeguards. One is facility access and control. To support Clever Care in meeting this standards, always scan your badge upon entry and don’t allow anyone to follow you or piggy back. If you have guests that come to the office, you must make sure they are accompanied by an employee. Lastly, ensure that drawers and storage rooms that house PHI are locked and properly dispose of PHI in secure containers or shredding bins. 

The other standard is workstation and device security. You can support us in meeting this standard by locking and securing your computer when you are away, even when you are working at home! Don’t leave any PHI unattended and lastly, if you have a mobile device containing PHI, make sure it is secure.





Technical

• Access control

• Audit controls

• Integrity controls

• Transmission Security 
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Then, there’s technical safeguards. It may include limiting employee access to certain systems that houses PHI, having audit and integrity controls in place, and lastly implementing technical security measures that guard against unauthorized access to e-PHI that is being transmitted over an electronic network.



Phishing

When an attacker targets individuals by 
posing as a legitimate person or entity to 
lure individuals into providing sensitive 
information.
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Let’s talk about phishing. It is a form of fraud in which an attacker targets individuals via email or text message, or sometimes over the phone and they pose as a legitimate person or entity to lure individuals into providing sensitive information. Phishing at Clever Care will most likely come in the form of an email. An attacker may send an email with a link and when the link is clicked, malicious software may automatically be installed in your computer or the link may prompt you to enter confidential information. 





Phishing

Presenter
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Let me show you an example. Here is an email I received from some random person trying to phish for information. This individual was posing as our CEO. When I initially received this message it appeared that it was from Dave; however, there were three giveaways. 1. The actual email address was tomd88371@gmail.com and not Dave’s email
2. When I received this email, it had a message indicating it was an external email 3. I found this email in my junk mailbox. In rare cases legitimate emails may end up in your junk or spam mailbox, but not in this case.





Passwords

• Change every 90 days

• Make passwords strong 

• Don’t store passwords where someone can access 
it (i.e. written on a post-it on your desk)

• Don’t share your password!
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In keeping with best business practice, passwords to Clever Care’s network require a minimum of eight characters; a combination of letters, numbers, and symbols; and are involuntarily reset on a
routine basis, in our case every 90 days. Some tips on passwords - Make passwords strong you’ll be surprised how many people use “password” as their password, Don’t store your passwords out in the open where people can see or access, and lastly, don’t share your password!




Your Role

• Lock your laptop and secure your work area

• Ensure no PHI is left unattended and is properly 
disposed of

• Be careful of  phishing scams
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Now that you’ve familiarized yourself with the HIPAA Security Rule, a couple things that you can do to support Clever Care in being compliant with the Security Rule are to take extra care of your lap top, especially if you’re working remote. Make sure no PHI is left unattended and they are properly disposed of in secure bins or shredded appropriately. Lastly, carefully review emails and make sure you don’t open any suspicious attachments so that you don’t become victim to a phishing scheme. 



HITECH Act / Final 
Breach Notification Rule
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Concerns grew about the transmission of PHI electronically as more and more in the healthcare industry were utilizing technologies to transmit information. That’s when the HITECH short for The Health Information Technology for Economic and Clinical Health Act and the Breach Notification Rule was created. Let’s take a look at some of the key elements of the HITECH Act and then I’ll tell you about the Breach Notification Rule.



HITECH

Business associates must now comply 
with HIPAA’s Security Rule and 
HITECH also increased the types of  
businesses that are considered 
business associates. 
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The HIPAA Security Rule didn’t apply to business associates, but HITECH changed that as business associates were now required to also comply with HIPAA Rules. Also, HITECH Act also increased the types of businesses that are considered business associates. 



HITECH

ePHI must now be encrypted when 
transmitted electronically (i.e. email 
or secure service) 
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Since HITECH applies to ePHI, it now required that ePHI be encrypted when transmitted electronically such as in an email or through a secure service. ePHI must also be secured with passwords or pass-codes. 



HITECH

Allows individuals to request and 
obtain their PHI in an electronic 
format (restrictions apply).
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HITECH allows individuals to request and obtain their PHI in an electronic format (restrictions apply).




HITECH

Audits are permitted in order to 
determine HIPAA-covered entities 
have secure enough policies to 
protect PHI and ePHI.
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And now audits are permitted in order to determine if HIPAA-covered entities have secure enough policies to protect their PHI and ePHI. 



HITECH

Expands the Breach Notification 
Rule, covered entities must provide 
notification if  ePHI was disclosed to 
unauthorized users.



What is a breach?

Unauthorized access or disclosure of  
PHI that compromises the 
information’s privacy or security. 
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Before we go into The Breach Notification Rule, let me tell you what a breach is. A breach is an unauthorized access, use, or disclosure of PHI that compromises the information’s privacy or security. A breach could look like the loss of a laptop that contains PHI and someone was able to access it. It could be an email containing PHI may have been sent to the wrong person. A breach could even look like talking too loud in a public area about a member’s PHI. 



Breach Notification Rule
When to notify: Member Notification

• No later than sixty (60) calendar days after breach

HHS Notification
• If  500 or more impacted, then no later than sixty 

(60) calendar days after breach
• If  less than 500 impacted, then no later than sixty 

(60) calendar days after the end of  the year.

Media Notification
• Breach affecting 500 or more members
• No later than sixty (60) calendar days after breach

Presenter
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The Breach Notification rule requires us to notify individuals, secretary of HHS and in some cases the media, if a breach were to ever occur. 

The Rule says we must notify individuals no later than 60 days after the breach and if breach affects at least 500 individuals, the breach report must be completed no later than 60 days of the breach. If the breach affects less than 500, then it must be reported to the HHS. 

As far as notice to the media, Covered entities that experience a breach affecting more than 500 residents of a State or jurisdiction are, in addition to notifying the affected individuals, required to provide notice to prominent media outlets serving the State or jurisdiction.



Breach Notification Rule
Exception to the Rule: 

• Unintentional access or disclosure

• Accidental disclosure within the same 
organization

• Disclosure of  PHI cannot be retained

**To learn more, refer to CPL 026.00 
HIPAA Notification of  Privacy Breach
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HIPAAs requirement is to send out notification, unless a covered entity or business associate is able to demonstrate that there is a low probability that the PHI was compromised, based on a comprehensive risk assessment. Additionally, covered entities and BAs do not have to notify in the following three instances:
There was unintentional access or use of PHI by an employee, who is covered under HIPAA, and the access or use was made in good faith, and the PHI was not further accessed, used or disclosed.
An individual in a HIPAA covered entity, who has authorized access to PHI accidentally discloses PHI to another individual in the same organization. 
The HIPAA covered entity in good faith believes that the unauthorized individual that the PHI was disclosed to, would not have been able to retain the information.  This looks like someone accessed a computer than contained PHI, but only for a few seconds and they weren’t able to record any information.  




Penalties of  failing to follow 
HIPAA

• Non-compliance carries a 
penalty

• Unauthorized Disclosure or 
Misuse of  PHI is a criminal 
offense.

• Penalties apply to both individuals 
and organization, or even its 
officers. 
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Let’s go over some of the consequences of failing to follow HIPAA Privacy. Did you know that non-compliance is a civil offense that carries a penalty that ranges from $100 to $50,000 per violation? Unauthorized Disclosure or Misuse of PHI under false pretenses or with intent to sell, transfer or use for personal gain, or malicious harm is a criminal offense. Penalties for criminal offenses can be up to $250,000 in fines and 10 years in prison. Penalties may apply to the individual violator but they may also apply to an organization or even its officers. 



Your Responsibility

• Maintain confidentiality of  member’s PHI

• Understand HIPAA Policies

• Immediately report all suspected HIPAA 
violations .
**Remember you are protected from any retaliation. 

Presenter
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You play a vital role in protecting the privacy of member information. The improper use or disclosure of PHI presents the risk of ID theft, invasion of privacy, can lead to member mistrust and potentially civil and criminal penalties if there is a breach. 

We all have a duty to maintain the confidentiality of our members PHI as required by HIPAA so use, view, or discuss members’ PHI only as your job requires. Next understand HIPAA policies and lastly, immediately notify the Privacy Officer, Security Officer or Compliance department of any suspected or actual breach of member PHI, and if you have any questions, feel free to direct questions or concerns to our privacy or security officer. 

NOTE: Never informally discuss or make comments about patients.






HIPAA Related P&Ps
CPL 021.00 HIPAA Notice of  Privacy Practices
CPL 022.00 HIPAA Accounting for Disclosure of  PHI
CPL 023.00 HIPAA PHI Uses and Disclosure
CPL 024.00 HIPAA Security Standards for PHI Protection
CPL 025.00 HIPAA Notification of  Privacy Breach
CPL 026.00 HIPAA Right to Request Restriction of  PHI
CPL 027.00 HIPAA Right to Access PHI

HIPAA Related P&Ps are
available on SharePoint
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Here are a list of HIPAA Related policies and procedures. They are subject to change, but they are located in our public SharePoint if you are interested to learn more about them. If you don’t have access to the public SharePoint, feel free to contact me and I’ll be happy to provide you with the most updated copies.




Resources

Presenter
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The next couple of slides provide you with some resources in case you are interested to learn more about the topics we went over today. 



Resources



Questions?

• Contact SIU Manager, Andrei Barlahan
• Mobile: (714)650-8691
• E-mail: Andrei.Barlahan@ccmapd.com

• Contact the Clever Care’s Privacy Officer or Security
Officer

Presenter
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This concludes our General HIPAA Awareness Training. If you have any questions on anything about today’s training or have feedback, feel free to contact me at any time. If you have any specific HIPAA related questions, I may be able to help you or you may also contact our Privacy Officer or our Security Officer. 

 Thank you for taking your time to complete this training. Now it’s time to apply what you learn in a quiz! In order to pass, you must receive at least an 80%. Don’t worry though, you can take it again if you don’t pass the first time. 



QUIZ Time!

This concludes our training! Exit out of  here and go back to 
Paycom Learning to take quiz. You must get at least at 80% to 
pass. Good luck! 



2021 HIPAA Awareness Quiz 

Instructions: Select the correct answer, save the file and submit back to whoever issued this quiz for 
grading.  

NOTE: You must obtain an 80% to pass the quiz. 

1. What does HIPAA stand for?
a. Health Insurance Portapotty American Association
b. Health Insurance Portability and Accountability Act
c. Health Insurance Portability and Accounting Act
d. None of the above

2. What are some examples of protected health information?
a. A blank piece of paper that belongs to a member
b. Explanation of Benefits
c. E-mail Correspondence with a member’s name and DOB
d. B and C

3. T or       F. The Notice of Privacy must inform members of the uses and disclosures of PHI that
Clever Care may make and defines the member’s rights to access or amend their PHI.

4. T or       F. Clever Care Health Plan may disclose PHI without a member’s authorization if its for
treatment, payment or operational purposes.

5. T or      F. As an employee of Clever Care Health Plan, I have the right to disclose member PHI
to all my friends and family.

6. T or       F. HIPAA penalties due to violations apply to both individuals and organization, or even
its officers.

7. Which of the following would qualify as implementing the Minimum Necessary Rule?
a. Giving CMS only the data they request
b. Giving a person over the phone someone else’s medical conditions
c. Giving a member your login and password
d. Taking a screenshot of your screen

8. Which of the following would be considered physical protections?
a. Requiring that employees lock computers after use and lock doors to restricted areas.
b. Requiring that employees swipe badges in order to access a restricted area.
c. Requiring that employees dispose of PHI in secure containers or shredding bins.
d. All of the above

9. Members have a right to do the following with their PHI:
a. View and receive a copy
b. Request amendments or changes



c. Request restrictions
d. Request an accounting of unauthorized disclosures
e. All of the above

10. T or      F. Phishing is another cool way to spell fishing.
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